Hprnoxene Ne!. Mamarka aas odyxasomuxey o mirgo

pPMeRHonHO} Gesonmachocry aereit

HEJIb351

1.

2. Otkpaigats BIOXEHHME (ating JICKTPOKHON NovTsL, Korpa HE 3HaelUb oTnpaBuTe g

3. Tpyburs, IPARKpaTECH, Okassipary, AABNICHHE — BecTH cefig HeBewmHEo i arpecCHBHo;

4. He bacnopsikaicn ZCHETAMB  TBOGH cempn 6e3  paspelnenus CTapLIHX - meerpa
Crpatuypa poanTencii;

J. He BCTpeuakicy ¢ ]/[HTepHeT-iii!aKOMthH B PCANbHOH kuayy - nocoBeTylca co
B3POCabIM, KOTOpOMY A0BEpsIeIns.

OCTOPOXHO

I. He Bce THIMYT npasay, Yuraeyr, 0 ceBe HENpasny 8 Unreprere — co0f1mK 06 3ToM
CBOMM posuTenam nny OREKYHaMm;

2. NMpurmamaor NEPeyCLIBaTLCy HIpaTe, obMeHHBATRCY — NpoBeps, HeT 1Y roapoxa;

3. Hesakonmnoe Komuposanve hajinos g Hurepucere - BOpOBCTBO

4. Bceerma PACCkasbIBail B3pocnun o npobneMax 8 cery - OHH BCerza nomoryt

3. Hcnousayit HacTpokky Bezonacnocty y IPHBAaTHOCTH, uTOGLI e TOTepATE caoy
8KKayHTBI B conceTsx B ZXPYTHX ntopranax.

MOXHO

. ¥Ypaxais ApYTHX Nons3osaresneh;

2. Homsayewpes ]fIHTcpHeT-HCTquHKOM — Aenan ccuinky Ha Hero,;

3. Orxpuibait TOBKO Te Cebiikn, 4 KOTOPBIX yBepeH;

4. OBuwarscy 34 loMOWbI0 B3pOCIpIM - POLHTENH, Omekyqp i AMHHHCTpauus caltrop
Beeraa noMoryr;

5.

IIpoinu 00yueHHe Ha cajite «Cerenuyoky g IoRy4H nacniopr I posoro TpOKAaHHHa!



{Ipnnoxenne Neg. Hugopmannonuay famMaTa 2ay obyvaromuxes gag PaiMemenna ug
o HIHAN L X HuTepHeT-pecypcax

Komnsiomepnue BUDYCHY

Ko.vmmo'repuuﬁ BEDYC -  a10 Pa3HOBHAHOCTE KOMIbIOTepHELX IpOrpamas,
OINMHYHTENBHOMH 0cobeHHOCTEIO KOTOpO#  aBnaercy cnocobyocTy K Pa3MHOXeHHI), B
Aononxenye x atomy, BHPYCEY MoOryT IOBPERUTE MAH MONHOCTLIG YHUUTOXHTL Ree datinm u
RAHHBIE, MOAKOHTPOILHEE HONB30BATENIO, OT MMeny KOTOporo Gewia 3anymena Iapanénnag
nporpaMma, a raxuce NOBPEAHTL HNH nawce YHHUTOXHTE ONepauMoHHyIO CHCTEMY €O Beemp
daitnamu s uenom. B SonbikncTre “lyuaes pacnpocrpaisiores BHPYCH Yepes urTepner,

MeToas! 3amuTs: or BPCAOHOCHEIX Nporpamm:
1.

Henonssyi COBpeMEHHBIE ONepannonyke CHCTEMRI, HMeroue CePLESHBI ypopeun
SAUINTLI OT BPENOROCHEIX TporpaM;

2. TlocTonuno YCTaHaBHBait nayry (zndpoBrie 3aNNaTKH, KOTOphie 2BTOMATRYE Ky
YCTaHasnmuBaloTe ¢ LUehpl0 aopabricy IIpOTpamMMmer) n Apyrue obHOBNeHHs cpoeji

TBOEM NePCOHANBEHOM KOMHB!OTCPC;

4, chonbzyﬁ AHTHBHPYCHEIE OPOrpaMMELe TIPOAYKTSHI H3BECTHEX NIpOU3BOAHTENEH, ¢
ABTOMATHYCCK UM 00HOBRACHIENM Bas; '

5. Orpannwys busryeckui AOCTYN K KOMIBIOTEPY 78 NIOCTOPOHHAX Ny

TCXHONOTHEH, S a66peBuarypa «Wi-Fin. Takoe HalBaHKe Sb110 nano ¢ Haw
BLICIUNE 3BYKOBOM TexHumy Hi-Fi, yro p TIEPEBOAE 03HAYAeT «BbICOKAY TOYHOCTEY,



PaGotas B HHX, KENATENBHO He BBOAHTE Oapoay A0CTynma, nor HHE) Y Kaxue-to

obelonacuuis ¢ebA or 3akayky BUpYCa Ha TBoe Ycrpoicrno;

3. Hpn HCTIONBb30BAHKHY Wi-Fj OO dyuxkumo «Q6mmui; ACCTYIL K daitnay y
UPHHTEpaMY. [lamuan  dymimus 3akpHITa N0 ymomyanmio, onpaxo HEKOTOpKIe

i1abope Beb-aspeca spogy HMEHHO «https://»;

6. B mo6unpuom Tenedone  oTrmouy DyHKLMIO «llonkmowerue Wi-Fi

aBTOMAaTHYeCKHy. He aonyckati 4BTOMATHYECKOrO MOXMOYEHHS yeTpolicTsa Kk CeTaM
Wi-Fi 6e3 Taoero COTJIACHY,

Coyuatbnsie cemy

Coumannuye CeTH AKTHBHO BXOAAT B Hauwry XH3ane, MHOrue onx paborawoT y HHBYT
TaM NOCTOAHKO, a Facebook yxe J4PETUCTPHpOBaK MUIITHApA Yenosek, yro ABJACTCA OMHOI]
CEIBMON BCEX kuTeney MAakeTsl. Muorye 0JB30BATENH He NOHHMaIOT
Pa3MeImneHHas umy g COUHANBHBIX CETAX, MOXkeT OLITh Halinena u ,
TOM 49HClIe He obsizarenmo ¢ Guararnmy HAMEPEHHAMH.

OCHOBIIHC COBETEI ITQ 6630H&CHOCTH B coLManpHErX CeTax:

l. Orpanugg CIHCOX Apysed. YV teGg g APY3bAX He NOIKHO 6ty CTYyY9aliHprx
RE3HaKOMEIX mogek:

2. 3aummait cagig 4aCTHYIO KYU3np, He YKa3blBall napony, Tenedoupl, ampeca, mary

TBOErO poxaeHus u APyryio  ananyio HHbopmManmo. 3noyMennnesnyy Moryr

HCIIONB30BaTL gasce HHPOPMAIMIO 0 ToM, Kak Tl ¥ TBOH pommuTeny nnasupyere
POBECTH KaHMKynLI;

3. 3awminai croso PeNyTAUUIO - Repxn ee B "HCTOTE H 3anasalf ceSe BONIPOC: XoTen 6y
Tol, wro8sl gpyrye TOL30BATENH BUReMH, yro T sarpyxaems? IMogymait, npexge

K OIHOMY MecTy, a He Bo pee Cpasy.

nexmponnpe oenvay



1. Tpussicn CHETY MOCHALHLII Tenedon. 3To cambiit YROGHBUA U 6ricTphli CIocoh
BOCCTAHOBHTL foctyn cuery. [lpupasanymig Tenedon nomoxer, ecay 3abyneurs
CBOJ MIaTexHnIl [apolts unm 3afisemms Ha caiT ¢ HE3HAKOMOT0 yeTpolicTua:

2, Henonsayi O2tHOpasomsle naponu. [ocpe liepexona Ha YCHJIEHHYIO aBTOPH3amHIo

3. Beifepu CIOXHEIH napony,. Hpectynmkam Gyner ne AIpOCTO yramate choxubm;
tapons. Hanexcipie Napoas — 310 napony, KOTOpBIE comepikar ne menee § 3HAKOB U
BIMHOYAIOT B cefn cTpoyusle y IponkcHeie Hyxant, unbpE ¥ Heckoneko CHMBOJIOB,
TaKHE KaK 3HaK Komnapa, dyuTa, BOCKIMNATeNnL HENY 3nak i 1.4, Hanpuwmep, $tROng!::

4. He BBoan cou JTHHEIC N2HHEIE Ha CaHTax, KOTOPHIM He O0BEPACING.

Jnekmponnan nouma

KTPOHHBIX cooGmennit, KOTOpHe pacnpenensiores s KOMOBIOTEPHOH ceTy.
O6b1uno FICKTPORHBIE  noyYToBp WK BEITIUMT CIENYFOLIHM

UMA_Nonb3oBatens@wmy_nomena, Takxe xpome TICPERaYH  mpocToro  Tekcra, HMeeTes
BOIMONHOCTL Nepenanary (agie

4. Buibepu cnownmi apons. Jns kaxioro TTOYTOBOro AUMKa AOMKeH Grrry CBOM
HaNEKHEIR, YeToRyuppL) B3noMy napons;

5. Ecnm ects BO3IMOXHOCTE Hanucary CaMOMY CBOJt muumgrit BOMIpOC,
BO3MOXHOCTD; '

6. Henonpayig HECKONBKO mouTOBRIX FHKOB, Tleperit g JACTHOH
aUpecaTamM, KOTOpeM  Th) oBepaems. Do SACKTPOHHBIH  amp
HenonbL3osats npy PETHCTPANKH Ha hopymax g calitax

HCMONB3yH aty

Iepenuckn ¢
€C He Hang

BOMX npyseii, Jyuie yrouny Y BHX, OTPaBASAH 11 0fK Tebe 31y (aliner;
M CepBHCe mepes 3akphTHenm BIJTATKY



Kubepbynnunz uny supmyarsuoe usdesamenscmeg

KubepGymnuur _. IpeciienoBanye coobmeHmIMy, CoRepxaLMA Ockopbnenys,

arpeceuio, sanyrugsamye; XYIUTAHCTRO; COlMATEHOe BolikoTHposanse ¢ TIOMOMIbIO pasThympx
HHTePHeT-CepBHCoR,

OcHosnble copery no 6oprbe ¢ kubepGynmurom:
l. He 6pocattes 5 Golt. NMywwnis Crocob: nocoBeroparney Kak cebd BectH u, ecny Her

2. Yupasmuit caoeis Kﬂﬁeppeny'rauneﬁ;

AHOHUMHOCT B CeTH MHMMas. Cymecrsyior CnocoSH BECHUTS, K10 CTOMT 3a

AHOHHMHBLIM aKKayHTOM;

4. He cront pecty XYIuraHckui o6pas BHPTYANBHOM skn3my. Hurepner PuKCcHpyeT Bee
TBOH NEHCTBHA | COXpaHseT ux. ¥ xanute nx Oynmer Kkpatine 3aTPYAHATENLHO;

5. Cobmopait cpojt BHPTYaNbHYIO wecTy cMonony;

6. Hraopupyit CHMHHYHBI HeraTup, OnHopazosrie OCKOpOHTETE HEIE coobmenns
AIYMINE HIHOpPHpPORaTE. OBe1460 arpecensg TpeKpamaetcs Ha navampHol CTauu;

7. Ban arpeccopa. B nporpammax o6Mena MrHOBeR Ry CoOBIIeH MY, B COLHANLHELX
CETHX €CThb  BO3MOXKHOCTE GroxupoBKy OTNpaBky coobmenwuit c OIlpeAeNeHHRIX
anpecon;

8, Ecin 1y CBHIETENL  KuGepSynmumra, Tso meficTBus: BRICTYMHTE  npoTyp
TPecnenoBatens, mokasar €My, BTO0 ero aelictsus OLCHHBAIOTCH Heratueno,

MOMNePKaTs Kepray, KOT0pO#t  Hyxua ncuxomormyeckas TOMOME,  cooBuryTy
B3POC/BIM 0 akre arpeccunroro TIOBEACHHS B CeTH,

[N}

Mobunvnwg meneghon

Haneko we pee HpousBoaAnTe I npm

YCKAIOT 06HOBNEHNu, 3aKpEIBAIOLIMe Kp#THYECKKE
YAIBUMOCTH Ana cpomy YCTpoiicTs,
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5. He sarpyxait npHNOKEHHS O HEH3BECTHOTO HCTOYHUKA, BELb OHH MOIYT COACPHKATH
BpeROHOCHOE NporpaMMHoe ofecneyenue;

6. ITocae Toro xak Th BeIfiZEMWE ¢ caliTa, rae BBOIUN NHYHYIO YHGOPMaUHIO, 3aliny B
HacTpolixy Bpaysepa u yoamu cookies;

7. llepuonuuecky npopepsit KaKue MIaTHLIE YCAYTH AKTUBHPOBAHH HA TBOEM HOMepe;

8. Jasail cpolt HoMep MOGHIBHOTO Tene(OHA TOALKO JIOAAM, KOTOPEIX THI 3HAells U
KOMy HOBepseLLE,;

9. Bluetooth fomxen 6biTh BBIKIMIOUEH, KOMLA Thl UM He MOAb3yeuscs. He 3abipai
HHOTAa NPOBEPHTDL 3T0.

Online uzpu

Cospemennsie Ommau-urpsl ~ STO KPACOYHBIE, 3aXBATHLIBAIOIINE Pa3BIEYEHHH,
00beAHHSIOWHE COTHH THICAY HUeNOBEK MO BCEMY MHUPY. IrDOKH HCCREnYIOT mAHHBI HM MHD,
OBWAIOTCA APYT C APYTOM, BBIMONHAOT 3aUAHUR, CPANAOTCA ¢ MOMCTPAMH Y MOTYHMAIOT OTIBIT.

32 ynOBONRCTBME OHM INATHT: NOKYNAXOT MHCK, OILTAUMBAIOT ABOHEMEHT MM npuoGperaioT
KaKie-To OnuKy.

Bee ot cpencTBa MAyT Ha moamepxaHMe M pasBHTHE MIPHL, A TAKKE Ha caMmy
6e30N8CHOCT: COBGPUICHCTBYIOTCH CHCTEME! ZBTOPH3IAIMY, BBIIYCKAIOTCS HOBHE NATYR
(unpoBble IAMIATKY JU1 TPOrPaMM), 32KPEIBAIOTCS YIBAMOCTH CepBEpOB.

B nogobueix HIpax CTOHT OIAcaTbes He CTONBKO CBOMX CONCPHUKOB, CKOMBKO KpaXH
TBOErQ napoJit, Ha KOTOPOM OCHOBAHA CHCTEMA ABTOPH3ALIHH DonpIAHCTRA HIp.

OcHOBHBIE COBETH! 110 §€30MACHOCTH TBOETO HIPOBOTO AKKAYHTA:

1. Ecan mpyroit urpok BefieT cefs nnoxo wnu cosaer Tebe HENPHAATHOCTH, 3a6noKHpyH
er0 B CIIHCKE WIPOKOB;

2. Tloxanyfics aOMHHUCTDATOpAaM WIphbl Ha [UIOXOE [OBEHEHHE 3TOrO HIPOKa,
HKEJIRTENBHO NPUNOKHTS KAKHE-TO SOKAIATENLCTEA B BAAE CKPHEHOB,

He yxaspimait nuunyio undopmaimo s mpodatine urpsr;

Veaxkal Opyrux yYaCTHHKOB 10 HIpE;

He ycranasnupait HeobuuHanpibie naTuu U Moast;

Henonesyit cioxubie u pasHele mapon;

Haxe BO BpeMs WMIPEl He CTOWT OTKNIOYATh AHTHBMPYC. [loka ThI HTpacillb, TBOM
KOMIBIOTEP MOTYT 3apasHTb. '

N

Duauunz UAU KPAXCA AUMHBIX DQHBIX

OObruHol XpaeH HeHer M NOKYMEHTOB CErojms YX€ HHKOTO HE YIHBHIOL, HO ¢

PalBUTHEM HHTEPHET-TEXHOMOTHHU JTOYMBIHINEHHHKH IIEPEeMECTUINCE B HHTEepHeT,

H
[TPOACKAIOT 3AHHMMATLCH CIIHOOMMEIMY ACNOM.

Tax nosemmace HoBan yrposa; HHTEPHET-MOMICHHHYSCTRBA HAY (HILKHT, IIaBHAs Uenb
KOTOpOTO COCTONT B NMONYYCHWH KOH(HIEHIMANBHBIX NaHHBIX NMONL3OBATENeH — JOTHHOB N

naponeli. Ha anrnuiickom s3nixe phishing unraetcs xax ummar (ot fishing — pri6uas nosns,
password — napons).

OcHosHble coBeTsI 0 Gopube ¢ dumnnrom:

1. Cnexu 3a ceoum akkayHTOM. Ecmu T NOAO3PEBACUIb, YTO TBOA aHKeTa Obula

BiloMaHa, TO HeoOXoauMo 3abnoXMpoBaTL ee M COOGHIMTH AIMHHHCTPaTOpam
pecypca 06 31T0M Kax MOxHO CKOpee;



2. Henoneayis Besonacksie BeO-CaliThl, B TOM HHCN®, HHTEPHET-MATa3HHOB N
NOUCKOBEIX CHCTEM;
3. Henomeayh cnomupre H pasibie naponau. Takum obpasoM, ecnu Tefa B3NIOMAI0T, TO

3NOYMBILIIEHHUKH HOMydaT ROCTYI TONBKO K OLHOMY TBOEMY NpOQHMO B cern, a ne
KO BCEM;
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He orxpereai $alianl u apyrue Broxenus B NHCBMaX Aaxe eciH onu NpHIm or
TBORX npy3sei. Jyywe yroumnn ¥ HHX, OTIIPABAAAM )W OHU Tebe 3TH thaiipy,

Hugpposas penymayis

[lndposas peiryranug - 1o HCFATHBHAL Wik INO3HTHBHAS MHDOpPMAIg 3 CeTH o Tebe.
Komnpomerupyiomas HIGOpMALKMA pasvewenas s HUTCPHETE MOXET CcephesHpmM 0Opazom

OTPa3UTHCH HA TBOEi peanbHoOl WH3HKE. «LlndpoBag penyranumy - 3TO TBOM MMmIK, KOTOpbIH
hopmupyercs us HEGOPMAIK O Tebe B HHTepHeTe,

Troe meeto MATEABCTBA, yuebul, Tioe dunancoBoe nonoxenue, ocobenHocTu Xapakrepa
H pacckasel o Bimakux — see ato HakalIMBACTCH B ceTH,

Kommenrapuu, PaIMElCHHE TBOMX doTorpaduid | APYTHE NEeHCTBHA MOTYT ne
HCHEIHYTL naxe nocte Toro, kax Ter mx Yraanmme. Tel Be 3maems, xro COXPaHHN 3Ty
HHPOPMALHEO, ToMana i ona B HOUCKOBBIE CHCTEMBI W COXpPaHRIIACH Ty OH4, a rnaBHoe: yTo

IIPHYHHUTE Bpes. D10 MoxeT 6btTh KTO ¥TOIHO.

OcniosHme copery 1O 3alHTe HHtpoRolt penyTattmu:
1. Tomymait, npexae yem H4T0-T0 MyGaukosaTsh M nepemapars y ceba B Guore iy g
COLUMANLHON ceTh;

2. B nacrpotixax npodnns ycranosy OTPAHAYEHHA Ha NPOCMOTP TBOEro npoduns u ero
CORCpIKHMOrQ, cenait ero Tonbko AL Epy3ein;

3. He pasmemaii u ne yKasemalt wuopMaizo, KOTOpas MOXeT Koro-nubo OCKOpOATL
HIY o6MKaTs.

Asmopexoe npagg

CoBpemennsie UIKOJIBHHKI—  AKTHBUBIE TONBIOBATENN uHpposoro NpocTpatctsa,
Omiaxo naneko ne pee 3HAIOT, YTO 110)1b30BaHHe MHOrUMY BOSMOXHOCTAME 1udpoBoro MHpa
Tpebyet cobnionennus [IPaB Ha HHTCEK TYaTBHYIO coGCcTBEHHOCTE,

Tepmun “HHTCJUICKTYaNnbHas COBCTBEHHOCTE ) OTHOCHTCA K pasmsusm TBOPEHHAM
HEMIOBEHECKOro yMa, HauMHAY ¢ KoL u300peTeunit u 3nakos, oSosxauaommx cobersennocTs

Ha NMpOnyKTBl M yemyrm | oy 3aKaN4uBas KiMramn, thoTorpagmy, KHHOQHUAEMaMy u
MYSLIKARLHBIMH MPOU3BEACHUAMH.



ABTOpCKHe 1pasa ~ 310 fpaBa Ha WHTENIEKTYAbHYIO COBCTBEHHOCTD Ha npoussenenys
HAYKH, THTEPATYPLI H HCKyCcTBa. ABTOPCKHE NPABA BEICTYNAIOT B KayecTre FapaHTHH TOra, yro
UHTEANEKTYANBRBIH/ TBOpYeCKH]T TPYL aBropa se §ydeT HanpacHeiM, gact €MY CNpaBeanuBLIc

HcnonssoBanue €ITHPATCKOro» NPOrpaMMHOTe obecrneyenys MOXET NPHBECTH K MHOTUM
PHCKAM. OT IIOTEPH HaHHBIX Kk TBOUM AKKAYHTAM N0 ONOKMPOBKH TROero YcTpokeTsa, rue

O nopmane

Ce'reanox.ptb — TBOH rnaBHeId coBeTuwk B CeTH. 3peck THl MOMewn Y3HaTE o
GesomachocTs B cety NOHATHEIM H J0CTYNHEM ASLIKOM, a IIPH BOZHMKHOBEHHM KPHTHYECKO!
CHTyalnH oBpatuThes 3a copeTom, A TAKKE TPHHATE yuacTHe B KOHRYpCaX A CTATH CaMbim
UHG POBBIM IpadkaaHuHOom)




